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1
Decision/action requested

This contribution proposes a new solution on UPU based key refresh procedure.
2
References
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3GPP TR 33.737: “Study on Authentication and Key Management for Applications (AKMA) phase 2”
3
Rationale

This contribution proposes a solution to address security requirements of key issue proposed in S3-222837. In this proposal UDM triggers the key KAF refresh based on the request from the AAnF, without performing the primary network access re-authentication. This proposal uses UPU procedure to deliver the freshness parameter to the UE for deriving new KAF. 
4
Detailed proposal

******Start of Change******
6.Y
Solution #Y: UPU based key refresh
6.Y.1
Introduction
This solution addresses security requirements of key issue#2. The UDM triggers re-authentication of the UE, based on the request from AAnF to refresh the AKMA Application key.
6.Y.2
Solution details
In the proposed solution UDM triggers the key KAF refresh based on the request from the AAnF, without performing the primary network access re-authentication. 

The proposed solution also addresses the key de-synchronisation issue in which the UE and the AAnF is having a new KAF key and AF is having an old KAF key or the AF derives a new keys based on the Ua* protocol, whereas the UE doesn’t know that it needs to derive the new key and use the latest key. Hence, to address the de-sync issue this solution proposes to include the key index as part of A-KID to identify the refreshed key. 
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Figure 6.Y.2-1: Indexing and refreshing KAF key based on UPU procedure

1.
UE does the registration procedure and as part of the registration procedure, UE and the AUSF derives the key KAUSF after performing successful primary authentication procedure as specified in TS 33.501 [4] . 

2.
If the UE is authorized for AKMA service, then the KAKMA and KAF are derived as described in clause 6.1 and 6.2 of TS 33.535 [2] and application session is established.

3.
When the AAnF gets the KAF lifetime expiry indication or when the AAnF determines the KAF lifetime is about to expire or if it is expired, AAnF sends the AKMA refresh request message to the UDM. The message includes the AKMA refresh indication (AKMARef Ind), AF ID and the key index.

The AAnF generates the Key Index to identify the refreshed key. The AAnF sets the key index to ‘0’ when a new key, KAF, in the associated AKMA context is generated. The AAnF sets the key index to ‘1’ after the first calculated KAF for the AF ID, and monotonically increment it for each additional calculated KAF for the AF ID. 

4.
The UDM triggers the AKMA key refresh procedure, based on the request from AAnF.

5-6. The UDM selects the AUSF that holds the latest KAUSF key of the UE. The UDM invokes Nausf_AKMARefresh service operation message to the AUSF to get UPU-MAC-IAUSF and CounterUPU as specified in TS 33.501 [4]. In the request message UDM provides SUPI, key refresh indication (AKMARef Ind), AF ID and Key Index.  If the UDM decides that the UE needs to acknowledge the successful security check of the received AKMA refresh Data, then the UDM sets the AKMA refresh indication and expects an ACK Indication from the UE.

7. The UDM sends the Naanf_AKMA_Refresh Response message to the AAnF. The message includes SUPI, Key Index and AKMARP.

8. On receiving the response from the UDM, the AAnF stores the key index and AKMARP along with the AKMA context of the UE.

9. The UDM provides the Refresh parameter to the UE via the AMF by the means of invoking Nudm_SDM_Notification service operation. The Nudm_SDM_Notification service operation contains the AKMA key refresh data (e.g., AKMARP) that needs to be delivered transparently to the UE over NAS. The AKMA key refresh data includes:

· The Refresh parameter (AKMARP)

· Whether the UE needs to send an ack to the UDM

· AF ID

· Key Index

The UDM also includes the AKMA MAC-IAUSF and the CounterAKMA in the Nudm_SDM_Notification service operation.

10. The AMF sends a DL NAS TRANSPORT message to the served UE. The AMF includes in the DL NAS TRANSPORT message the transparent container received from the UDM by including the AKMARP, AF ID, Key Index, AKMA MAC- IAUSF and the CounterAKMA. 

11. The UE verifies based on mechanisms defined in TS 33.501 [4] that the Refresh parameter is provided by the UDM, and:

· If the security check on the AKMA key refresh data is successful, as defined in TS 33.501 [4] (for Steering of Roaming procedure and UPU procedure) the UE stores the received refresh parameter and uses the refresh parameter to refresh the key KAF.
· If the security checks on the AKMA refresh Data fails, the UE discards the Refresh parameter.
12. If the UDM has requested the UE, to send an ack to the UDM, the UE sends an UL NAS TRANSPORT message to the serving AMF with a transparent container including the UE acknowledgement.

13. If the AMF receives an UL NAS TRANSPORT message with a transparent container carrying a UE acknowledgement from the UE, the AMF sends a Nudm_SDM_Info request message including the transparent container to the UDM.

14. The UE sends a new Application session establishment request to the AF. The UE generates the A-KID and includes the A-KID in the request message. The A-KID includes the Key Index of the corresponding key KAF to be used for the Authentication and authorization and establishment of secure interface. A-KID identifies the KAKMA key of the UE and the context of the UE and the Key Index included in the A-KID identifies the refreshed key KAF or the refresh parameter to be used to derive the new key KAF.

15. Upon receiving the request from the UE, if the AF does not have an active context associated with the A-KID, then the AF sends a Naanf_AKMA_ApplicationKey_Get request to AAnF with the A-KID to request the key KAF for the UE. The AF also includes its identity (AF_ID) in the request.

The AAnF checks whether the AAnF can provide the service to the AF based on the configured local policy as specified in TS 33.535 [2]. If it succeeds, the following procedures are executed. Otherwise, the AAnF rejects the procedure.

The AAnF verifies whether the subscriber is authorized to use AKMA based on the presence of the UE specific KAKMA key identified by the A-KID.

· If KAKMA is present in AAnF, the AAnF continues with step 16.

· If KAKMA is not present in the AAnF, the AAnF provides an error response.

The AAnF derives the AKMA Application Key (KAF) from KAKMA if it does not already have KAF for the key index in the A-KID. The key derivation of KAF is performed as like the UE, mentioned in Step 11. 

16. The AAnF sends Naanf_AKMA_ApplicationKey_Get response to the AF with KAF and the KAF expiration time.

17. The AF sends the Application Session Establishment Response to the UE. If the information in step 16 indicates failure of AKMA key request, the AF rejects the Application Session Establishment by including a failure cause.

6.Y.3
Solution Evaluation

TBD
******End of Change******
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